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ICANN Security Stability & Resilience (SSR) Group

® Think Tank that mostly do research and development
on Internet identifiers

@® Our goal is to increase reliability of the metrics that
measure (e.g., security, insecurity, abuse, etc.)

® Areas where existing methods and metrics need
Improvements or we need to develop a method from
scratch

® We look to use data and scientific methods to answer
guestions of interest to the community
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Why Metrics Matter?

Same Data - Two different ways of showing it
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What Makes a Better Metric?

=> Higher quality data — data with fewer false positives

=> More precise definitions of what is measured — e.g.,
Spam as a unsolicited email vs Spam as a delivery
mechanism for malware

= Incorporating Measurement Errors — acknowledging
limitations of the metric used
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Towards Better Metrics
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E.g., Zone Security/Insecurity/Abuse
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Domain Abuse Activity Reporting
(DAAR)




DAAR (Domain Abuse Activity Reporting)

@ Aggregate data from RBLs at TLD level (count
per TLD)

® Combine with count of domains from zonefile

@® Maintain consistent methodology since October
2017

® Monthly reports
@® Daily access through the API

@ Longer term trends

https://www.icann.org/octo-ssr/daar
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DAAR Project Uses, and Limitations

® DAAR data CAN be used to
O Report on threat activity at TLD level
o Historical analysis of security threats or domain registration activity

O Help operators understand their reputations in the DAAR RBLs or the impact of their anti-
abuse programs or terms of service

® DAAR data CANNOT be used to
o Provide info about mitigation
o Distinguish maliciously registered vs. compromised domains
o Provide information on individual security threats within domains
o Rank TLD providers in terms of their security concentrations
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DAAR Monthly Report




Overview

Legacy gTLDs New gTLDs

Malware Domains

Phishing Domains

Malware Domains

Phishing Domains

Botnet C&C Domains
Botnet C&C Domains

Spam Domains

Spam Domains

(Legacy gTLDs are those delegated pre-2010)
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12-month trends
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Per TLD
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Individualized Report Example: Aggregate Threats over All TLDs

0.40 - *— gTLD Circle size indicates median threat counts e qTLD
© —— ccTLD 20 - 5 : 9
o r— ®
g 0.35 — ,ZZ g ccTLD
[ ] ZZ
| (0]
= 0301 0 15 o1 ®)
Q Qo
o © °
()] 025 N L]
n Y
3 © 0~ ’
% (]
© 0.20 1 Q
o ©
X 0.15 - =
25 2 8 5
()
(@)] —
® 0.10 - @
< 0.051 m SO VY ——X 01
0.00 T T T T T T T T T T T T 0 2 4 6 8 10
ot Zhov: Bec- Pan: o0 B T3t ey T A B yo- Rep- T Median count of domains in TLD zones [Log scale]
[ ) [ ]

% | 14

TICANN



Future Plans

® Adding more ccTLDs
® Provide individualized reports to all DAAR participants
® Publish methodology for RBL evaluations

® DAAR Evolution

Provide domain level sharable RBL data
Registrar level metrics

Uptime (Security Threat Persistence Metrics)
Malicious vs. Compromised

Security Threat Prediction

Dynamic Dashboard

API

Others ...
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Domain Name Security Threat Information
Collection and Reporting (DNSTICR)

Identification and Reporting of pandemic-related malicious domain names



DNSTICR

(Spoiler alert!)
® Criminals use the internet
® Criminals use big events to “hook” victims

® Global event + Internet = Mass audience

® Big events have associated bursts of domain name registration

® COVID-19 no different
O The extra working from home made it the perfect storm
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Context

TLP: White

Domain trends update

Risk Score Low

—— Risk Score High
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DNSTICR

® Many articles talked about “suspicious” or “potentially malicious”
registrations

® Some looked at full URLs, some at domains, some at certificates...

® Wanted a clear, published methodology

® Get good intelligence to the right people

® April 2022 — added terms related to conflict in Ukraine
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Methodology




DNSTICR - Data to Intelligence

Input: e

zone files, efc.
___’),”‘rd___

Submit report to w < Yes
registrar / registry J

Filter on
keywords

No

(‘COVID',
etc.)

\l Yes

Lookup in threat
intelligence sources
(APls, blocklists,
allowlists, efc.)

Sufficient

No

evidence to
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Gather other
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threat
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Results




Full Picture

Daily Registrations
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plus those which had one or more third-party reports (red line). Dates in
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What keywords do these domains contain?

[ ]
Frequency of Matching Terms

In the first 18 months: /—

» Top four keywords account for 2/3 of the domains

» Different keywords categories:
— Disease name (covid, ncov, sars, ...)
— Pandemic countermeasures (mask, lockdown, quarantine,...)
— Collateral (zoom, webex, conference, ...)

« Significant number of domains match non-English terms

__|ncov: 1.56%
—|pandemic: 2.18%

T [vaccine: 3.85%]
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New search terms

® New terms added, e.q.

o Passport

O Immunity

o Omicron

Daily Registrations Matching the Term "omicron"
—— registrations
250 rolling average
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Statistics

® 2020 — December 2022
O 579 Search terms

o 489,169 matched one or more search term
o 28,411 (5.8%) had third-party reports

® Many matching terms but not covid related
o “mask” matches “metamask” (crypto wallet) phishing/fraud
o “payment” matches financial phishing/fraud

® Seeing lots of similar-looking registrations being reported but we see only parked pages
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Examples

BG CAUSE FOUNDATION was created in March 2022 to support Ukr

PLEASE, YOUR SUPPORT IS VERY

IMPORTANT FOR THE CHILDREN




Examples
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€EanHMN KomneHcauiHviA LleHTp
lonoeHa Bawnmei HOBUHN KomenTapi rpomagaH AMaTi KoMMeHcalio
o Bu 3HaxogunTecs Ha odilifiH oMy caiiTi BNOBHOBaXeH oro Nigpo3Ainy no ¢iHaHcoBoMy 3aXNCTY HaceNeHHs.
Bu BXe oTpMUMananm KomMmneHcaul 0?
OTtpumaTu KomneHcaujito MAB Big 7 000 rpH go 90 000 rpH MOXX/IMEO He
nisHiwe 21 YyepeHsa 2022 r. Cyma HapaxoBY€ETbCA 3a OCTaHHi 36 MicaLiB.
MepeBipTe HaABHiIcTb KomneHcauii MNAB B Bawwy agpecy
BegiTb iM'A, npisBULLe Ta 6 ocTaHHIX LUdP 6aHKIBCLKOT KAPTX AKOK KOPUCTYETECH HaltuacTiwe
Ta HAaTWUCHITL KHOMKY "MepeBipvUTY CBOIO KOMMeHcalil”
Denys Hryshchenko
123456
333D NEPEBIPUTX CBOK KOMMEHCALIO LKL
AK WO BM y3Ke 3apeECcTPYBan aHK eTy Ha Halll oMy caiTi, BBeaiTs
noeTopHo gmail Ta 6 ocTaHHix Uugp 6aHKIBCEK Ol KAPTW, NicnA
HOro HaTUCHITe KHONKY “ﬂEpEBIpMTM CBOK KOMMEHCBLIHO»
AKLLO BW Yxe 3apeecTpyBa/v aHKeTy Ha Hall oMy caiiTi, BBefiTk NOBTOPHO gmail Ta 6 ocTaHHix
uvdp baHKIBCbKOT KapTy, MICNA YOro HaTUCHITb KHOMKY «MepeBiprTH CBOK KOMMeHCBL|it0»
3rigHo noctaHoBi 28/9329k, HanNpaBIEHOTro Ha NIATPUMKY IMNOPTO3aMilLeHHs Ta NiABULLEeHHA
61aroycTpoto rpoMafifiH, KOXeH rpoMagaHnH MoXe OTPUMATK rpoLLOBY KOMMeHcaLllito BUTpat
Ha onnaTty ToBapiB iHO3eMHOro BUpo6HULTBa. Po3paxyHok cymu KOMMeHcaLlil Ta BurnaTa
KOLWTIB 3fjiliCHI0ETLCA 3a NepioA 3 01.01.2016p. Cpok Nojadyi 3adBOK Ha OTPUMaHHSA BMUMNAaTV No
komneHcadii MAB 3a npyuAGaHi TOBapy IHO3eMHOro BUPOBHMLITBA OBMEXEeHUW A,
° °
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Examples

°
e y K I_I IHCTpYKUin OwnaiiH var Biarykun
KomMneHcauiiHa Mporpama
OTpuMaiiTe KomneHcauito Big EC y Burnagi kewbeky 3a
BCiMa onepauismu Bawwoi 6aHKIBCbKOI KApTKMIO. Jpocey 23une
“m‘:m 72000 UAH. 000 *VKI
crymHo 127 254.07 UAH
. BiKe oTpUMany KoMmneHcawiio BugineHo Ha YK B)e KOMNeHCOoBaHO
. 25.00 Tuc+ mopen 1 Mnpa+ rpuBeHb 748.00 MNH+ rPUBEHDb
flk oTpumMaTH KomneHcauiro
I
01. 3anonHuTe 3a8BKY 02. PospaxyiTe Bunnaty 03. OTpumaiite BunNnaTy
BkaxiTb Bawi 1B, HoMep KapTku Ta Haw pobot pospaxye cymy BuvKoHy#Te IHCTpyKUiT daxisua ana
HaTWUCHITb KHOMKY "MoyaTh po3paxyHoK "KoMneHcalil 3a Balwow KapTkow. Lle  oTpumanHa Bawoi komneHcauil. Lie He
3aiiMe He Binblue 1 XBUNnHu 3alimMe noHag 5 xBUnuH
Mopatu 3aaey
° °
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Examples

gov.ua

ToaoBua

Jhronam iz
HOPYHIEHHSM 30pY

YPA10BU IOPTAJ

TYTH OHIAlH

‘¥YBara rpomagsinu!

Jlo 1 BepesHs NpoBOIHTHECA BUIIATA HA KOKHOTO FPOMajisHiHa YKpainu

Onue nocj1yru

Bunnara noknaacHa koxHOMY ¥ 38'83Ky 3 cemapauiero OOH i ckrannoto cutyatiero 8
criti 3 2020 poky.

Tpesupent Yipainu, Boroguvmmp Onexcanaposny 3eneHchKuil NiANHCaB TPOSKT AKH

BCTAHOBJIIOE | PErYIIIOE AaHi BHILTATH.
Posmip Bumzati cranosuTHMe inansigyansHi cymu 1o 30 000 rpuscts.

JInst OTPUMAHHS rapaHTOBAHOT BUILIATH HATHCHITH HA KHOINKY HMKYE.
OTpHMATH BHILIATY
Cnoci6 erexmponnoi idenmudbirayii: Exexmponnuil yugposuit nionue

$Ix oTpHMATH TOCT)

Tlonarn enexrponny sassy ocobucto uepes Enexrponnmii kabineT miaTHnKa.

Mana nopraay v

Donom In English
Cxinsa €spomna 12 [lepKaBHHM arcHTCTBOM 2 NUTAHb CICKTPOHHOTO YPAIYBAHHA
Vrpainn "EnextponHe Jhonsim i3 nopyuiennam sopy
BPATYBAHHSA 3

A MiAZBITHOCT] BIajIH Ta ¥ Ti rpoMagn”
HIneiinapeskol arenii po3suTiy Ta cnispodiTHHITEA

@
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Thank You and Questions

Visit us at icann.org

sion.lloyd@icann.org

u @icann

n facebook.com/icannorg
¥ .

ﬁ' youtube.com/icannnews

®® flickr.com/icann

linkedin/company/icann

slideshare/icannpresentations

soundcloud/icann

instagram.com/icannorg
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