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- “3pn B KOpEHL" ?

- MOXHO /11 060MTUCL 6e3 DNS ?

- noyemy nx 13 ?

- BCe KOpHeBble cepBepa ogmnmHakoBbI 7

- KTO ynpaBndaeT KOPHEBLIMU cepBepamin?
- KK U3MepPATb 1 3a4emMm ?

Munsil...
.... uctopus...
..... COBpeMeHHOEe COCTOSAHME U BbI30BbI



MHTepHeT 6e3 DNS

IP-anpec — doyHOaMeHTasIbHbIM naeHTUdomkarop
B ceTu Internet.

YHUKanbHbIM |IP-aapec ans Kaxkaoro yctpomcTaa
(MHOrga — rpynmnbl YCTPOUCTB)

IPv4, IPV6

IJANA 1 cuctema permoHasibHbIX peecTpoB



OyHKUMK cnucTtemMbl DNS

* [lepBoHavasibHO:
[1poCTOTa 3anOMMHaHUA agpeca

« Cenyvac
CoBMeCTHOE ncnosib3oBaHune IP-agpecos
HEeCKOJ/1bKO IP-aapecoB and oaHOro pecypca



Cuncrtema DNS

[lepeBon IP-aapeca B AOMEHHOE UMA U
noOMeHHoro nmeHun B IP-agpec

[1penmyllecTea CUCTEMBI
+ pacnpeneneHHas

+ MacluTabupyemas

+ OMHaMmnyeckas



Root Server
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www.google.com 77 TLD Server
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Domain name -- IP agpec

* 1N4 KaXXA0ro A0MEeHHOIro UMEHWN KNNEeHT
BbINO/THAGT HeCKo/1bKO DN S-3anpocos.

« Kaxabln DNS-cepBep 3HaeT Kyaa HanpasuTb
3anpoc.

« KOpHeBOW cepBep He faeT OKOHYAaTE IbHbIN
OTBET.

« KellnpoBaHue OTBETOB.



CoBpeMeHHbIN DNS

“bonesHn” copemeHHoro DNS

« Cash poisoning — noaaensHble gaHHble DNSS BHeaApsTCA B Kell
pekypcuBHoro DNS-cepBepa. Yepes oTpaBsieHne Kewa 3/10yMbILL1EHHUK
Nnosiy4aeT BO3MOXHOCTb NepeHanpsnTb Tpauk Ha noanenbHble CanThl.

« Spoofing attack — nporpamma ycnewHo MacknpytoTca nog Apyryto nytem
hanbcudpnkaumm gaHHbIX 1 NosyvyaeT He3aKOHHbIe NpenMyLLecTBa.
CoBpeMeHHble pacwmnpeHna DNS

« DNSSEC: kpuntorpadomnueckada noanmcb aaHHbIX DNS;
KNTMEeHT 0043aH Ba/inanupoBaTb OTBETHI.

« Anycast: HeCKo/1IbKO cepBepoB pasaenatT oanH |IP-aapec;
YMEHbLUEHWE 3a4ePXeK, MOBbILUEHNE YCTPONYNBOCTH.



Root cepBep n root 3oHa (hann)

Root cepBep
npenocTaBfsAeT CepBuc
13 cepBepoB [a-m].

TOJIbKO TEXHNYECKasA POJib

dairn 30HbI root

cogepXunt cnnucok Bcex TLD n nx name-cepsepos

IANA - co3aaeTt 1 noaaepxmsaetT 6a3y aaHHbIX Bcex TLD
NTIA — yTBEPXAEHNE U3MEHEHUN

VeriSign — dpopmupyeT hanni n HanpasigeT BCEM OnepaTropom root-
CepBepoB.
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dann KopHEBOW 30HbI

IANA — Root Files - Mozilla Firefox

@aiin MNpaeka Bwrnsg IcTopin 3aknagkw IHCTpyMeHTW [doBiOKa

| i@ |ANA — Root Files x | ok

# 4 (€ @ nhttps:/www.iana.org/domains/root/files ey 09V C | | Q Nowyk

f5 Haitbinow eigeig... ~ «*CentOS [CSupportv

!
Internet Assigned Numbers Authority DOMAINS NUMBERS PROTOCOLS AEBOUT IANA
Domain Names Root Files
Overview :
Root Zone Management Root Hints
Overview Operators who manage a DNS recursive resolver typically need to configure a “root hints file". This file
Root Database contains the names and IP addresses of the root zone, so the software can bootstrap the DNS resolution
Hint and Zone Files process. For many pieces of software, this list comes built into the software.

Change Requests

Instructions & Guides ® Root Hints File (FTP)

Root Servers ® Root Hints File (HTTF)

INT Registry

ARPA Registry Root Zone File

IDN Practices Repository _ ) _ i o

o The complete root zone is available for download at the following locations. Ordinarily there should be no

)] g g ¥ - ;

HaaL ey g ey OMESCH) need to download this file on a regular basis, as the contents of the file are served via the DNS system

Reserved Domains itself.

B Root Zone File (FTP)
® Root Zone File (HTTP)



IcCTOpnA CMCTEMbI KOPHEBbBIX
cepBepoB

* 1983 — 1986: 4 cepsepa (nccnenoBarefibCKMe UHCTUTYTHI,
Ballistic Research Lab, US Army

* 1987: npononHutensHo 4 cepBepa (NASA, U.S. Air Force
Networking Group)

* 1991: nepsbin cepBep 3a npegenamn CLUA (NORDUnNet)

* 1994 — 1995 BIll Manning, Mark Kosters, Pail Vixie
paspaboTtasin naaH no N3MeHeHne MMEH CepBepoB U
“ynakoBke” nx B 512 6ant (UPD nakeT). imMeHa

cepBepoB ?.root-servers.net , 4 AONOSTHUTE/NbHbLIX CepBepa



[ ne pasmMecTuTb 4 AONO/THUTESIbHbIX
cepBepa

Postel paspaboTtas Kputepun As14 Bbioopa HOBbIX
onepaTopos:

- HeobxoagmmocTb (EBpona, A3uns)

- CBA3HOCTb

- OTCYTCTBUE QounbTpalnm Tpauka

- noaaepXKka ot NOKa/IbHOWN KOMbHOHUTN

EBpona — k.root-server (RIPE)
A3na — m.root-server.net (WIDE)



Co3anaHue rpynnbl oneparopos

Jon Postel (1943 — 1998) — koopanHaTop
orneparopos.

dopmasibHas rpynna oneparopos:

e CepBepa 1ucnosib3oBarthb 15 o6Llero onara u
HageXHoCcTn VIHTepHeTa

* IANA — UCTOYHUK AAaHHbIX KOPHEBOW 30HbI

e PA60TOCNOCOOHOCTL CepBEPOB (AoCTaTOUHOE
MHBECTUPOBaHMe)

e YBEOOMJIEHUA

 [lpn3HaHue gpyrmx oneparopos



ROOT cepBepa ceroaHs

Name
a.root-server.net
B

- 0O QO O

IP agpec

198.41.0.4 2001:503:ba2e::2:30
192.228.79.201 2001:500:84::b

192.33.4.12 2001:500:2::c

199.7.91.13 2001:500:2d::d

192.203.230.10
192.5.5.241 2001:500:2f::f

192.112.36.4

198.97.190.53 2001:500:1:53
192.36.148.17 2001:7fe::53
192.58.128.30 2001:503:c27::2:30

193.0.14.129 2001:7fd::1

199.7.83.42 2001:500:3::42

202.12.27.33 2001:dc3::35

Ynpasndaet
VeriSign, Inc

University of Southern
California (1SI)

Cogent Communications

University of Maryland
NASA

Internet Systems
Consortium, Inc

US Department of Defence
(NIC)

US Army Research Lab
Netnod

VeriSign, Inc

RIPE NCC

ICANN

WIDE Project



DNS He nobuTt pesknx ABMKEHNN

ARI

root-servers.org

NEeWS see all news items
2015-08-31 H-Root to be renumbered

2014-03-26 IPv6 service address for c.root-servers.net (2001:500:2::C)

2012-12-14 D-Root IPvd Address to be Renumbered



Root servers (13 n 400+)



Onepartopkbl root-cepBepos

12 opraHu3aunn. Llenb - HAAEXHOCTb N CTAOUIBHOCTL
cepBuca, AOCTYNHOCTb A/19 BCEX NoJib30oBarTenen Interne
TexHu4yeckada koonepauusa, npogpeccnoHannim

OTnnyng

- NpUHaanexart K pa3HbiM oTpacnam

- pa3/inyHble opraHusaunm n opmbl PUHaAHCUpPOBaHUE
- reorpadpuyeckoe pacnosioxeHue

- TeEXHUYEeCcKne pelleHns



UTO nenaroT 1 UYTO He aenakoT
oneparopsbl

X paspaboTka npaBu perncTpaumm 10MeHOB
X Moandvkauust aHHbIX

+ paclimpeHune cepsuca (No Mepe yBeimyeHnsa cetu
Internet)

+ OLleHKa U MoZleNIMPOBaHMNE TEXHNUYECKNX N3MEHEHUN
+ obecneyeHne cTabusibHOCTN N HAOEXHOCTU



KoopanHauus

- BCTPEe4un BO BpeMs NnpoBeaeHna KoHepeHuun

- UHJppaCTpyKTypa A1 3KCTPEHHOI0
pearnpoBaHua (TenedoHHble MOCTbI, JINCTbI
PACChI/IKN)

- KoopamnHaumsa ¢ NPU3HaHHbIMU MHCTUTYLIAMUA
NHTepHeT (ICANN — RSSAC, IEFT, DNS-OARC)

- AHaTM3 BTUAHUSA 1 pacLUMpeHne NPoTOKO/10B
(IDN, Ipv6, DNSSEC)
- [oBbILLIEHNE HAEXHOCTbL, YCTONYNBOCTL U
onepatnBHOCTb cuctemMbl (ANYCAST)



Munbl

1. Yepes3 Root-cepBepa NpoxoanuT BeCb Tpaguk
MHTEepPHeTa

2. Kaxkabin pas, Habupasd fOMeHHOoe NMS, Mbl
obpallaeTcsa B root-cepBepy.

3. Root-cepBep 3HaeT BCce A0OMEHHbIE NMEeHa U1
azipeca

4. Root-cepBepamMu ynpas/iga0T BO/IOHTEPDI

5. B munpe ectb Bcero 13 root-cepsepos

6. Bca cuctema DNS ynpasndaeTca n3 eguHoro
LeHTpa
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The 13 root name servers are operated by 12 independent organisations.
You can find more information about each of these organisations by visiting their homepage as found in the 'Operator’ field below.



RIPE Atlas
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http://atlas.ripe.net
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Total: 8919



This map was generated at 2015-12-02 16:52 UTC.
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Leaflet | Tiles @ Esri — Esri, DeLorme, NAVTEQ, TomTom, Intermap, iPC, USGS, FAO, NPS, NRCAN, GeoBase, K
China (Hong Kong), and the GIS User Community
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adaster ML, Ordnance Survey, Esri Japan, METI, Esri

Total: 221
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